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APEDANICA project against illegal cover-up in digital systems
Dr. Eng. Miguel Gallardo PhD looking for partners, sponsors and investors
Project published at https://www.miguelgallardo.es/pandora-files-project.pdf

1. Executive Summary.- We are designing and testing a specialized software
multiplatform while using new smart methods to detect, document, and analyze the
systematic or specific removal of relevant digital information—often referred to as
“illegal digital cover-ups.” This platform leverages advanced artificial intelligence (Al)
to search within public archives such as Archive.org and Archive.is cross-referencing
data with transparency tools like the LumenDatabase.org to provide court-ready
evidence of content suppression. We are seeking a technical partner to collaborate
on building a scalable, legally compliant, and Al-enhanced system that can be used
by legal professionals like expert witnesses in forensic computing, Public
Prosecutors, Judges and Courts of Law worldwide. This proposal outlines the
project’s scope, technical approach, and anticipated collaboration model.

2. Project Overview
Objective: To create a secure, Al-powered platform that identifies and documents previously
accessible online content that has been removed or de-indexed without legal justification,
particularly in cases involving corruption, human rights violations, or political interference.
Key Use Cases:

e Tracking historical webpage availability vs. current status

e Correlating removal requests documented in the LumenDatabase.org with archived

content using the cheapest and most advanced technologies available right now
e Generating chronological reports for legal and judicial review
e Assisting investigators in identifying patterns of systematic censorship

3. Proposed Technical Solution
The platform will be designed with the following core components:
3.1 Al-Powered Smart Search Engine
e Deep archival analysis: Al algorithms will scan LumenDatabase.org Archive.org
Archive.is, and similar public repositories to detect erased or altered content.
e Change detection: Machine learning models will compare historical and current
versions of webpages, highlighting deletions, modifications, or removals.
e Pattern recognition: Al will identify suspicious removal patterns across jurisdictions,
domains, or topics.
3.2 Integration with Transparency Databases
e Automated and manual ingestion of data from useful sources
e Mapping of removal requests to affected URLs and archived versions
e Timeline visualization of takedown requests vs. content availability
3.3 Legal-First Architecture
e Role-based access control for authorized legal professionals only
e Audit trails for all searches, exports, and user actions
e Compliance with GDPR and international data protection standards
e APEDANICA acts as Data Controller; technical partner acts as Data Processor
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3.4 Pilot/MVP Scope (Phase 1)
e Focus on Google search results and Archive.org and Archive.is integration
e Support for 3-5 Atrtificial Intelligence Al independent systems
e Human-in-the-loop review before any evidence export

4. Al and Machine Learning Features
e Natural Language Processing (NLP): For text comparison and semantic analysis of
changes
e Anomaly Detection: To flag irregular removal patterns
e Predictive Insights: Al may suggest related content or potential cover-up attempts
e Assistive, Not Autonomous: All Al outputs will be reviewed and validated by human
experts

5. Compliance and Ethical Framework
e Platform designed for legal and judicial use only
e No republication of removed or sensitive content
e All outputs intended as evidence, not as public statements
e Adherence to ethical Al guidelines and forensic integrity standards

6. Collaboration Model
APEDANICA will:
e Act as Data Controller and subject-matter expert
e Define legal and operational requirements
e Provide access to legal networks and validation pathways
Technical Partner will:
e Develop and maintain the platform
e Ensure scalability, security, and performance
e Support integration with third-party archives and databases
e Provide technical documentation and user training

7. Next Steps

We propose the following phased approach:
1. Alignment Workshop: Confirm scope, jurisdictions, and compliance requirements.
2. MVP Development: Build pilot system with core Al search and Lumen integration.
3. Testing & Validation: Conduct real-case testing with legal professionals.
4. Scaling: Expand to additional search engines, jurisdictions, and Al features.

8. Request for Confirmation
To move forward, we seek your confirmation on the following:
1. Interest in collaborating as a technical partner/sponsor/investor/tester/customer
under the described Data Processor role.
2. Willingness to develop a pilot/MVP within agreed jurisdictional and ethical
constraints.
3. Availability to discuss timelines, budget, and detailed technical specifications beyond
project published at https://www.miguelgallardo.es/pandora-files-project.pdf

More information and serious proposals at

@miguelgallardo Dr. (PhD) Ing. Miguel Gallardo PERITO Tel. (+34) 902998352 E-mail: apedanica.ong@gmail.com
@APEDANICA Asociacion APEDANICA con registro del Ministerio del Interior www.cita.es/apedanica.pdf
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Annex | with some references of APEDANICA
Project published at https://www.miguelgallardo.es/pandora-files-project.pdf

Focus Area

Document Title & Source

Key Points & Relevance

Cover-up
Investigations &
Legal Outreach

FOIA Docket No. 22-2023 (U.S.
Copyright Office response) -

cita.es/foia-dmca-kuailian.pdf

Shows formal engagement with a U.S.
authority on “relevant data cover-up by
Google against Universal Declaration of
Human Rights.” Relevance: Demonstrates

international outreach and frames
cover-up as a human-rights issue.
artnership Proposal Partnership Proposal to Proposes  collaboration to investigate

European Council of Detectives

www.miguelgallardo.es/european
-detectives.pdf

“information cover-ups in Google Searct
results and lumendatabase.org.’
Relevance: Shows APEDANICA's forensic
methodology and positioning as an exper
partner for international investigators.

Lumen Database
Expertise &
Advocacy

University Proposal on
LUMENDATABASE.ORG -

cita.es/universidad-lumendatab
ase-firmado.pdf

Details research on “digital cover-up” and
proposes using Harvard’s Lumen
Database to reveal de-indexed content.
Relevance: Highlights technical
understanding of Lumen and advocacy for
its use in “uncovering, de-censoring, and
un-erasing” information.

Formal Request to Google &

Lumen Regarding Censorship —
www.miguelgallardo.es/lumendat
abase-google.pdf

Alleges censorship of documents on
cita.es / miguelgallardo.es  references
complaints to Spanish electoral authority.
Relevance: Demonstrates active use of
Lumen as an evidence source and
engagement with national authorities on
cover-up crimes.

APEDANICA historical references (Google search):

https://lwww.google.com/search?q=APEDANICA+site%3Acita.es+%7C+site%3A

miquelgallardo.es

Cover-up investigations by APEDANICA:
https://lwww.google.com/search?qg=%22cover-up%22+APEDANICA+site%3Acit

a.es+%7C+site%3Amiguelgallardo.es

Lumen Database references in APEDANICA work:

https://lwww.google.com/search?g=lumendatabase.org++site:cita.es+%7C+site

:miquelgallardo.es
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Annex Il first clarifications for Technical Partners proposals (draft)
Project published at https://www.miguelgallardo.es/pandora-files-project.pdf

Clarifications on Project Scope & Governance for Technical Partners

This annex to the Pandora Files Project provides formal responses to preliminary
questions for potential technical collaborators. Our responses are framed to ensure
alignment with APEDANICA's mission, legal strategy, and operational autonomy for
the most effective execution of the project.

Responses to Technical Scoping Questions:

1.

Data Controller & Technical Scope: APEDANICA confirms its role as the sole
Data Controller for all evidentiary data processed by the platform, in full
compliance with GDPR and international data protection standards. The role
of any technical partner will be strictly defined as that of a Data Processor,
contracted to build and maintain the technical infrastructure according to our
specifications. However, APEDANICA retains complete freedom over the
project's strategic direction, forensic methodology, and all legal interpretations
derived from the platform's outputs.

Initial Jurisdictions: The initial pilot phase will strategically focus on
jurisdictions where APEDANICA has active legal proceedings and
documented cases of digital cover-up. This includes, but is not limited to,
Spain, Latin America and the European Union. The platform's architecture
must be inherently scalable to accommodate global expansion as our
investigations extend to other regions, such as North and South America.
Search Engine Focus: While the first operational version will prioritize
analyzing Google Search results due to their dominant market share and
prevalence in our current caseload, the technical architecture must not be
limited to Google. It should be designed to allow future integration with other
major search engines (e.g., Bing, Yandex, Duckduckgo and so on) where
systematic de-indexing may also occur.

Lumen Database and Archive.X Integration: Data from the Lumen Database is
non-negotiable as a primary source. We require automated, real-time
integration where available via API to track removal requests. The system
must also support manual upload and annotation of Lumen records or similar
takedown notices from other transparency databases for a complete forensic
timeline.

Pilot/MVP Scale: The Minimum Viable Product (MVP) must be capable of
supporting concurrent analysis for a minimum of 100 to 200 distinct cases or
investigations. A "case" is defined as the systematic tracking of multiple URLs
and related Lumen and/or Archive.X notices pertaining to a single cover-up
event or subject or names.

Human Review Protocol: Absolutely. A core tenet of our forensic-legal
methodology is the "human-in-the-loop" principle. The platform must enforce
a mandatory review and approval workflow by an authorized APEDANICA
legal or forensic expert before any evidence package can be exported, shared
externally, or presented in a legal setting.
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7. Objective of Initial Engagement: Yes, the immediate goal is a fully functional
Pilot/MVP system. This deliverable must be production-quality in terms of
code, security, and data integrity but will be validated and stress-tested with a
defined subset of our total caseload before scaling to full production capacity.

8. Timelines and Budget: APEDANICA is results-driven. We prioritize technical
feasibility and forensic robustness over arbitrary fixed deadlines. We will
consider reasonable and efficient budget proposals that demonstrate a clear
understanding of the project's complexity and deliver a secure, scalable, and
legally sound platform. Proposals should outline clear milestones tied to
deliverables in a prudent “project financial approach”.

Conclusion (DRAFT):

These clarifications affirm that the core understanding of the
project is correct. APEDANICA seeks a technically proficient partner
capable of building a robust tool that adheres to these principles.
We are prepared to proceed with detailed scope definition upon
receipt of proposals that demonstrate this alignment and capability.

PRESS RELEASE about APEDANICA project against illegal cover-up
https://cita.es/pandora-files-project-gpt
https://cita.es/pandora-files-project-grok
https://cita.es/pandora-files-project-gemini

https://cita.es/pandora-files-project-deepseek
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ANNEX H1I: Investment & Strategic Growth Perspective for the Pandora Files Project
https://chat.deepseek.com/a/chat/s/5¢a18757-8784-44¢3-82eb-a7712da5053h

This annex complements the technical and legal details of the Pandora Files Project,
providing a strategic overview for potential investors, sponsors, and partners. It frames
the project not only as a tool for justice but as a foundation for a scalable, high-impact
venture in the growing market for digital transparency and forensic intelligence.

### 1. The Market Imperative: A Problem Worth Solving

The systematic removal of online information—"digital cover-ups"—represents a critical
challenge for legal systems, journalists, and civil society globally. This creates a clear and
urgent market need:

*  **Legal & Regulatory Demand**: Courts and prosecutors worldwide require
court-admissible evidence to investigate corruption, human rights abuses, and electoral
interference. Current tools are manual, inconsistent, and lack forensic rigor.

*  **Growing Transparency Economy**: Increased regulation (e.g., GDPR's right to
erasure, the EU's Digital Services Act) and public scrutiny of platform actions are driving
demand for independent audit and compliance verification tools.

* **Defensible Niche**: APEDANICA's unique focus on the **forensic-legal process™*,
rather than public archiving or media, positions it as a specialized, trusted provider for
high-stakes investigations.

ftitit 2. Revenue Model & Commercial Pathways
The platform enables multiple, scalable revenue streams, transitioning from project
funding to sustainable commercial operations:

| **Stream™* | **Description™™ | **Target Customers™* | **Growth Potential** |

B e

| **Platform-as-a-Service (PaaS)** | Tiered subscription for access to the Al-powered
analysis platform, with limits on cases, searches, and exports. | Law firms, independent
forensic experts, investigative NGOs, corporate compliance departments. | Foundation for
recurring revenue. |

| “*Professional Services & Reports** | Fee-for-service forensic analysis, expert witness
support, and generation of certified evidence dossiers for specific cases. | Legal teams,
public prosecutors, government anti-corruption units, international bodies. | High-margin,
leverages core expertise. |

| **Licensing & White-Label Solutions** | Licensing the core technology to government
agencies, large media conglomerates, or other forensic organizations. | National law
enforcement, intelligence agencies, major news networks. | High-value, strategic
partnerships. |
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| **Training & Certification* | Accredited training programs on digital evidence
gathering and using the platform for legal professionals. | Bar associations, judicial
academies, university law departments. | Establishes market standard and authority. |

ft# 3. Strategic Advantages & Investor Highlights

* **First-Mover in a Legal Niche**: APEDANICA is pioneering a **"Legal-First" Al
platform™* specifically designed for court admissibility, a significant barrier to entry for
generic tech companies.

* **Proven Expertise & Traction**: The association's documented work, such as its
formal engagement with the U.S. Copyright Office on data cover-up[reference:0] and its
research proposals on using Lumen Database for uncovering censorship[reference:1],
demonstrates real-world traction and subject-matter authority.

* **Scalable Architecture™*: The MVP is designed for global scale, starting with
EU/Latin American jurisdictions[reference:2] and expanding to all major search
engines|reference:3].

*  **Ethical & Compliance Shield**: A strict "human-in-the-loop” and data controller
model[reference:4][reference:5] mitigates legal and reputational risk, making it a stable,
long-term investment.

* **Dual Impact™*: Investors align with a venture offering both a compelling **social
return** (defending human rights and the rule of law) and a clear path to **financial
return** by servicing a essential, underserved professional market.

ftitit 4. Projected Evolution & Use of Funds

1. **Phase 1 (MVP & Validation)**: Finalize development, secure technical partner, and
validate the platform with 100-200 active cases[reference:6]. Funds cover core
development and initial legal validation.

2. **Phase 2 (Commercial Pilot)**: Launch paid pilot programs with selected law firms
and prosecutors in Spain and Latin America. Refine pricing and service models.

3. **Phase 3 (Scale & Expansion)**: Expand sales and marketing, develop white-label
offerings, and pursue strategic licensing agreements in North America and other regions.

fiiti# 5. Invitation to Partnership

APEDANICA seeks investors and partners who understand that in the digital age, **the
power to discover truth is the ultimate commodity.*™ This project builds the
indispensable tool for that purpose. Investment will catalyze the development of a
system that sets a new global standard for digital forensic evidence, creating a profitable
enterprise rooted in integrity and technological excellence.

We invite you to discuss how your support can accelerate this mission and generate
substantial value.

https://chat.deepseek.com/a/chat/s/5¢a18757-8784-44¢3-82eb-a7712da5053h
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ANNEX 1IV: Financial Engineering & Global
Monetization Strategy

To be appended to the Pandora Files Project (PFP) Proposal

https://gemini.google.com/app/e58ed95f5e8f990b

While Annex lll outlines the operational and commercial pathways, Annex IV
details the high-alpha financial opportunities for institutional investors and venture
capital firms. The Pandora Files Project (PFP) is not just a platform; it is a Financial
Intelligence Refinery capable of converting "toxic" or "hidden" data into liquid
assets.

1. The Multi-Trillion Dollar "Dark Data" Arbitrage

Investors should view PFP as a specialized "Search & Recovery" operation. There is
an estimated $7 trillion to $10 trillion held in offshore jurisdictions. Much of this
capital is linked to legal disputes, tax evasion, or corporate fraud.

e The Opportunity: PFP identifies the digital "breadcrumbs" of these assets
that have been systematically deleted or hidden from public search engines.

e The Profit Mechanism: Through Litigation Funding Partnerships, investors
can finance specific forensic "hunts" in exchange for a percentage (typically
15%—35%) of the final recovered settlement or court-ordered judgment.

2. PFP as a "RegTech" Disruptor (Anti-Money Laundering)

Financial institutions currently spend over $200 billion annually on compliance and
AML (Anti-Money Laundering) checks. Current systems are reactive.

e The PFP Edge: Our system is proactive. By identifying "pre-deletion”
patterns—where entities remove data before a scandal breaks—PFP
provides a Predictive Risk Score.

e B2B Monetization: We offer a proprietary "Risk-Feed" API to Tier-1 banks
and insurance companies. This subscription-based intelligence allows them
to avoid multi-billion dollar regulatory fines by offboarding high-risk clients
identified by PFP forensic audits.

3. Monetizing "Forensic Evidence as an Asset Class"
In modern litigation, the most valuable asset is admissible evidence.

e Assetization: PFP turns unstructured data into "Certified Forensic Dossiers."
These dossiers are high-value products sold to:
1. Hedge Funds: For due diligence before major M&A (Mergers &
Acquisitions) to ensure they aren't buying "hidden" legal liabilities.
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2. Sovereign Wealth Funds: To track and recover national assets
embezzled by former regimes.

3. Insurance Giants: To fight fraudulent claims by uncovering suppressed
digital histories of claimants.

4. Scalability: The "Network Effect" of Evidence
As PFP grows, its value increases exponentially through the Cross-Reference Effect:

e Data found in a Spanish investigation may unlock a hidden asset in the
Cayman Islands or a crypto-wallet in Dubai.

e Investor Benefit: Early partners own a stake in a growing "Global Knowledge
Graph" of illicit financial flows. This database becomes more indispensable
to global law enforcement every day, creating a "moat" that no competitor
can easily cross.

5. Future-Proofing: Crypto-Forensics and De-Fi Tracking

The next frontier of the Pandora Files is the blockchain. As illicit actors move from
offshore banks to Decentralized Finance (De-Fi), PFP is evolving its Al to link
Off-Chain Deletions (the removal of web-based traces) with On-Chain Movements
(crypto transactions).

e Investors in PFP are essentially investing in the "Bloomberg Terminal for
Forensic Intelligence."

6. Investor ROl Summary: The Three Pillars

e Immediate Term: Revenue from Paa$ (Platform-as-a-Service) and forensic
audit fees.

e Medium Term: High-yield returns from successful litigation funding and asset
recovery "bounties."

e Long Term: High-valuation exit through acquisition by a global cybersecurity
firm (e.g., Palantir, Chainalysis) or a major Big Four accounting firm seeking
to bolster their forensic wing.

Strategic Conclusion for Managers:

The Pandora Files Project offers a rare "Counter-Cyclical" investment. In times of
economic instability, fraud and litigation increase, making the demand for PFP’s
services surge. We are seeking a Strategic Lead Investor to anchor the first $X
million round to dominate the emerging market of "Information Integrity."

https://gemini.google.com/app/e58ed95f5e8f990b
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ANNEX V: Investment & Strategic Growth Perspective

for the Pandora Files Project
https://x.com/ilgrok?conversation=2016974692989415512

This annex complements the technical and legal details of the Pandora Files Project, as outlined
in the document at https://www.miguelgallardo.es/pandora-files-project.pdf, providing a strategic
overview for potential investors, sponsors, and partners. It frames the project not only as a tool
for justice but as a foundation for a scalable, high-impact venture in the growing market for digital
transparency and forensic intelligence.

1. The Market Imperative: A Problem Worth Solving

The systematic removal of online information—"digital cover-ups"—represents a critical
challenge for legal systems, journalists, and civil society globally. This creates a clear and urgent
market need:

e Legal & Regulatory Demand: Courts and prosecutors worldwide require
court-admissible evidence to investigate corruption, human rights abuses, and electoral
interference. Current tools are manual, inconsistent, and lack forensic rigor.

e Growing Transparency Economy: Increased regulation (e.g., GDPR's right to erasure,
the EU's Digital Services Act) and public scrutiny of platform actions are driving demand
for independent audit and compliance verification tools. The global legal technology
market, which includes tools for evidence management and compliance, was valued at
USD 33.97 billion in 2025 and is projected to reach USD 36.72 billion in 2026. Similarly,
the digital forensics market, essential for detecting and documenting digital alterations,
stood at USD 7.51 billion in 2025 and is expected to grow to USD 8.46 billion in 2026. Al
applications in the legal sector, which power advanced analysis in this project, were
estimated at USD 1,445.0 million in 2024, with projections for continued expansion.

e Defensible Niche: APEDANICA's unique focus on the forensic-legal process, rather
than public archiving or media, positions it as a specialized, trusted provider for
high-stakes investigations.

2. Revenue Model & Commercial Pathways

The platform enables multiple, scalable revenue streams, transitioning from project funding to
sustainable commercial operations:

Stream Description Target Customers Growth Potential
Platform-as- Tiered subscription for Law firms, independent Foundation for
a-Service access to the Al-powered forensic experts, recurring revenue,
(PaaS) analysis platform, with investigative NGOs, leveraging market

limits on cases, corporate compliance trends in
searches, and exports. departments. subscription-based
legal tools.
Professional Fee-for-service forensic Legal teams, public High-margin, leverages

Services & analysis, expert witness prosecutors, government core expertise in
Reports support, and generation anti-corruption units, judicial applications.
of certified evidence international bodies.
dossiers for  specific
cases.
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Licensing & Licensing the core National law High-value, strategic

White-Label technology to enforcement, intelligence partnerships for

Solutions government  agencies, agencies, major news broader adoption.
large media networks.

conglomerates, or other
forensic organizations.

Training & Accredited training Bar associations, judicial Establishes market

Certification programs on digital academies, university standard and authority,
evidence gathering and law departments. with potential for
using the platform for ongoing programs.

legal professionals.

3. Strategic Advantages & Investor Highlights

First-Mover in a Legal Niche: APEDANICA is pioneering a "Legal-First" Al platform
specifically designed for court admissibility, a significant barrier to entry for generic tech
companies.

Proven Expertise & Traction: The association's documented work, such as its formal
engagement with the U.S. Copyright Office on data cover-up (FOIA Docket No. 22-2023
— cita.es/foia-dmca-kuailian.pdf) and its research proposals on using Lumen Database for
uncovering censorship (University Proposal on LUMENDATABASE.ORG —
cita.es/universidad-lumendatabase-firmado.pdf), demonstrates real-world traction and
subject-matter authority.

Scalable Architecture: The MVP is designed for global scale, starting with EU/Latin
American jurisdictions and expanding to all major search engines, as detailed in the
project document at https://www.miguelgallardo.es/pandora-files-project.pdf.

Ethical & Compliance Shield: A strict "human-in-the-loop" and data controller model
mitigates legal and reputational risk, making it a stable, long-term investment.

Dual Impact: Investors align with a venture offering both a compelling social return
(defending human rights and the rule of law) and a clear path to financial return by
servicing an essential, underserved professional market.

4. Projected Evolution & Use of Funds

1.

Phase 1 (MVP & Validation): Finalize development, secure technical partner, and
validate the platform with 100-200 active cases. Funds cover core development and
initial legal validation.

Phase 2 (Commercial Pilot): Launch paid pilot programs with selected law firms and
prosecutors in Spain and Latin America. Refine pricing and service models.

Phase 3 (Scale & Expansion): Expand sales and marketing, develop white-label
offerings, and pursue strategic licensing agreements in North America and other regions.

5. Invitation to Partnership

APEDANICA seeks investors and partners who understand that in the digital age, the power to
discover truth is the ultimate commodity. This project builds the indispensable tool for that
purpose. Investment will catalyze the development of a system that sets a new global standard
for digital forensic evidence, creating a profitable enterprise rooted in integrity and technological
excellence. We invite you to discuss how your support can accelerate this mission and generate
substantial value.
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